CENTRAL FRAUD MONITORING CELL 

BENGALURU 



Central Fraud Registry 

DSIM has been requested to initiate the process for setting up Central Fraud Registry (CFR), 
a searchable centralized registry, wherein information pertaining to frauds can be viewed by 
the banks. This registry is expected to replace the issue of Caution advices that is issued by 
CFMC now. It is pertinent to mention here that the Bank has decided to migrate the fraud 
monitoring returns to the XBRL platform, hitherto being submitted through FRMS Package, 
and work of developing the returns and their testing is underway. Previous data will be 
migrated from the FRMS Package to XBRL. However, the banks will be submitting current 
data in XBRL when the returns are ready for deployment. The following functionalities may 
be noted in respect of Central Fraud Registry: 

What will be displayed : 

1) CFR will display frauds declared by the commercial banks involving amounts of Rs. 1 
lakh and above, as soon as it is reported by the banks. Initially, the data available in 
XBRL system will be displayed, pending completion of migration of previous data 
from FRMS Package. 

2) The data displayed will be taken from the central data base. As such the contents of 
the relevant, identified fields will be taken from the database. 

3) The modus operandi will be available as a link. 

4) Frauds perpetrated by staff will not be displayed in CFR as is the practice in case of 
caution advices issued currently. Suitable validity checks need to be built in for this 
purpose. 

Who will have access to the CFR 

1) The data displayed will be accessible by commercial banks and select local area 
banks/financial institutions and also the regional offices of DBS, SSMs of banks, 
Regional offices of DCBS and DNBS. 

When will the data be displayed 

In the XBRL environment we understand that the data will be uploaded as and when 
banks submit the entries. If possible, data may be displayed in CFR on a near-real 
time basis from the database without any lag. This will help the objective of alerting 
banks promptly and, also, ensure that the queries by banks include all frauds 
reported till then. 
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How will the data be accessed/used 


1) Each fraud case reported needs to be perused by banks. They may, also, need to 
search when they consider entering into a banking relationship/extend credit 
facilities to a customer. 

2) As such the CFR should have options enabling banks to view data (a) Date wise 
/Date range wise and (b) entity wise for their MIS purposes. 

3) The data displayed will be based on input criteria to be given by the user. The 
proposed input criteria for data to be displayed are as follows: 

a) Reported Date (Date from / Date to) 

b) Name of Perpetrator 

combined with an option for the amount involved as given below: 

i) All frauds 

ii) Rs. 1 lakh to less than Rs. 50 lakh 

iii) Rs. 50 lakh and above. 

4) Presently banks inform the ROs of DBS and through them, CFMC, of any credit 
facilities/relationship with the entities mentioned in each caution advice. Currently 
caution advices are issued for each fraud case of above Rs. 50 lakh. In the CFR, as 
larger number of records are going to be displayed (all frauds above Rs 1 lakh), 
banks may certify, once in a month, in respect of new fraud cases reported, 
regarding the exposure of the bank to the perpetrator of fraud. The certificate may 
be for fraud cases of Rs. 50 lakh and above. 

5) The fraud number may be kept as the key field in CFR Banks have stated that they 
do not have PAN number in all cases. In the absence of it, we will not be able to 
keep PAN number as the unique field. 

6) The format of CFR, as approved by CGM(MS) and the Legal Department, is 
included with this note for perusal 
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Resubmitted please 

A video conference was held on September 29, 2015 with 




iof IT Cell and CFMC team headed by 


the video conference, the functionalities of CFR were discussed from which following points 
were emerged: 

1) Alerting banks about new frauds: Whenever a fraud is reported by a bank all 
banks needs to be alerted about the fraud through a system generated email 

ACTION: CFMC needs to finalize the details of the information which needs to be 
disseminated through email and request DSIM to build the function in the system 

CFMC Comments: An email may be sent containing information as per the 
approved CFR format, except modus operandi details 

2) Providing access to banks Banks need to be given user based access permission 
for accessing the CFR. 

ACTION: CFMC needs to decide on number users to be allowed access permission 
for each banks. 

CFMC Comments: Two different types of user access needs to be given to banks 
i e 1) For submitting the returns in XBRL 2) For generating the reports from CFR. As 
submission of returns in X8RL needs to be centralized in a bank , we may give one 
user ID per bank for this purpose For accessing CFR we may need to give more 
user ids as more people making credit decisions may require access to CFR Instead 
of us determining the number of users per bank we may give four users IDs with 
supervisory rights (i.e two with maker permission and two with checker permission 
for creating user IDs) to each bank . With these supervisor user IDs banks can 
create their own required number of user IDs. This may however be done after 
advising banks to maintain confidentiality strictly and banks may be advised to get 
the declaration from the users that they will maintain the confidentiality of the data. 
Further Users who require query rights should not be given permission to submit the 
XBRL returns 

3) CFR with modus operandi and without modus operandi: As per the format of the 
CFR that is approved, in each case the modus operandi will be displayed along with 
the other information We find that the modus operandi, as submitted by the banks 
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currently is not in a uniform format. In the CFR scenario we have two options - i) 
either allow automatic uploading of the modus operandi as reported by the banks or 
ii) editing the modus operandi at our end ( as is done at present in Caution Advices 
issued from CFMC) and then upload the same 

The issue with automatic display of modus operandi without editing is the 
apprehension that banks may not give the relevant particulars and the narration may 
be too jumpy/ cryptic to make sense of the actual fraud This is our experience 
currently and a lot of effort is made in understanding the actual modus operandi 
through correspondence with banks, editing the same to bring it in a standardized 
form while issuing caution advices During the above video conference another 
apprehension was also expressed that some disgruntled elements in a bank should 
not use this to upload something objectionable that may cause a reputation loss to 
the Bank. 

However in the latter case (editing by CFMC and then display) the modus operandi 
will be available at a later date, with a lag. However, it is pertinent to mention here 
that, at present, caution advices are issued for fraud cases of Rs. 50 lakh & above 
(170-175 cases per quarter), whereas the CFR will display all cases of Rs 1 lakh & 
above, which is approximately 1250 cases per quarter 

ACTION: CFMC needs to take a view on displaying modus operandi in CFR 
automatically or by implementing a system control to check the modus operandi 
entered by the banks 

CFMC Comments: Objective of CFR is to sensitize the banking industry about the 
fraudster / fraud. Considering the objective is proposed to have two types of options 
in CFR 

1. Option 1: CFR report for all frauds of Rsl lakh and above without modus 
operandi. 

2 Option 2: Second CFR report for Rs5 crore and above with modus 
operandi. Modus operandi field will be displayed after verification by 
CFMC. 


We may request DSIM to implement system level control for implementing the above 
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4) Search limitation in CFR: At present, fraud cases of Rs. 1 lakh & above are 
reported by the banks to RBI. The CFR will draw data from the database of the cases 
reported to RBI which will be quite high in number. Nearly, 1250 fraud cases of Rs. 1 
lakh & above are reported in a quarter (60-65 cases per day). A search in CFR on all 
records by the banks may slow down/hang the system 

ACTION: CFMC needs to take view on limiting the search criteria in CFR 


CFMC Comments: To begin with it is proposed to limit the search to 5-year batches. 
We may request DSIM to implement the control in the system. Once the system is 
stabilized we may think about removing the search limitation. 


5) Migration of less than Rs 1 lakh fraud database: It was, also, discussed whether 
the cases of less than Rs. 1 lakh are to be included in CFR At present, such cases 
are retained (internally reported) by the banks and only the consolidated number of 
such cases and amount involved are reported through FMR 2 at the end of each 
quarter Hence, before migration the banks may have to be advised to prepare and 
keep ready the said data in the required format After deliberations on the issue and 
considering the similar issues faced by IT Cell in other applications, it is felt that it 
may not be practically possible to migrate the cases of less than Rs 1 lakh 
straightaway 

ACTION: CFMC needs to take view on migration of less than Rsl lakh fraud cases 
to XBRL database And also Cell needs to take view on reporting of less than Rsl 
lakh fraud in XBRL, 

CFMC comments: Since migration of less than Rsl lakh fraud cases to XBRL 
database is time consuming and cumbersome it is proposed to migrate the data 
which is available with us currently i.e. 1) Fraud cases of Rsl lakh & above FMR-1 
reported by banks and 2) Cons olidated fraud details ( not individual fraud details) 
which contains less than Rs 1 lakh fraud cases also i.e. FMR-2(quarterly report 
submitted by banks). Once XBRL is m ade live we may request all banks to enter all 
future frauds inclu ding thos e below Rs 1 lakh in XBRL. 

Other points which needs to discussed with DSIM: 

Apart from the above mentioned points we may also discuss with DSIM the following issues 
a) The action plan for submission of frauds by NBFCs and UCB through XBRL and 
giving them access to CFR Currently UCBs and NBFCs submit hard copies of 
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the FMRs -1. CAs are also sent to them through concerned Central Office 
Departments / Regional Offices As we may not be able to prepare and send 
caution advices only for the use of UCBs and NBFCs they also need to be given 
access to CFR This functionality needs to be provided by DSIM 

b) Detailed database migration plan may be shared with CFMC so that it can be 
planned 

c) Closure of fraud cases -modalities for the same need to be finalized 

d) Disabling of fraud cases, (currently we are having Active Yes / No option) this 
has to continue in XBRL platform also 

e) Generation of various reports which are required to be sent to GOI (Report 
formats have already been sent to DSIM). 




Submitted for information and approval of proposals at items 1 - 5 on CFR 



October 21, 2015 

















Department of Banking Supervision 
Central Office 
Fraud Monitoring Cell 


Minutes of the meeting with ED on CFR on November 16, 2015 


A meeting to review the status of the implementation of the Central Fraud Registry 

(CFR) was conducted at Bangalore RO on November 16, 2015 

| Executive Director chaired the meeting ■^^■^■^^^■CGM. 

CFMC. OSMOS& IT Cell. DBS. 

CO and CFMC staff attended the meeting Following are the action points: 

1 GM. CFMC gave an overview of the returns being submitted by the banks 
through FRMS package and the status of the XBRL project for capturing the 
returns through online mode and also the status of the implementation of the 
Central Fraud Registry (CFR). 

2 It was pointed out that the testing of the installers and signing off was completed 
for VMR 1& 3 combined return, VMR 2 return and FMR 4 return Currently the 
parallel run of the same was underway The deployment of the FMR 1 return for 
parallel run was to be done from November 17. 2015 by the vendors The 
finalisation of FMR 3 was expected to be taken up th ereafter . 

3 It was pointed out that mapping of data is completed by CFMC and the migration 
part is pending. This migration is essential to operationalising CFR | 

DGM. pointed out that the functionalities of CFR is to be given to the 
development team by CFMC and requested CFMC to decide on a process to 
check the reporting of the same fraud twice He also mentioned that XBRL work 
is being done by the vendor ^^|and Data Ware House work i.e CFR work is 
being done by the vendor Infostep, the migration is to be done byHH CGM 
enquired from the expected time required to develop CFR. Shri. 

^■replied that it may take one month, adding that it will be on similar lines of 
CRILC which was developed by CGM stressed that migration of data 

should be started at the earliest and the same should not be a bottleneck to 
launching CFR He observed thal better co-ordination among the two teams of 
XBRL and Data Warehouse is required so that the time limit for CFR 
implementation (i e December 31. 2015) can be maintained ED instructed Shri 
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take up the matter with DSIM and also to inform the CGM the status of the 
XBRL and CFR implementation, so that the CGM can take up the matter with 
CGM. DSIM If the CFR is not ready by Dec-15, the matter may be escalated to 
the ED so that ED can take up the matter with ED and DG 

[Action:CO IT cell and CFMC] 
4 It was also suggested by CFMC that as the mapping was over, migration can be 
made for the data for the quarter ended September-2015 and the CFR can be 
rolled out with the data f or the quarter Se ptember-201 5. DGM 

described the process of mapping and suggested that starting date for the 
migration of data can be from the date of last revision of FRMS so that the 
migration can be smooth CGM suggested that the CFR be implemented with 
such migrated data initially and any issue on data quality may be addressed 
subsequent to the implementation of CFR ED instructedinform GM 




OSMOS that priority be given to the implementation of CFR due to the public 
commitment given for its operationalisation and the follow up being done by the 


requirement ofl 


lin this connection 


D* 





[Action: CO IT cell ] 

5 Subsequently the finer details of the format of CFR were discussed It was 

mentioned that CFR should display frauds above Rs 1 lakh only due to the 
difficulty that would be faced by banks to submit individually data regarding fraud 
cases below Rs 1 lakh ED approved the pjpposal to display the data of Rs.1 lakh 
and above in the CFR ^ ^ 

6 On perusal of the format of the CFR. ED enquired whether there would be CoJij, 
flexibility to modify the CFR format later I 


J^^eplied that as this is a report 
format any field can be included later, if required ED instructed that the format of 
the CFR be kept flexible 

[Action: CO IT cell] 

GM, CFMC while describing the format of CFR brought forward the issue of 
display of Modus Operandi (MO) Presently, for issuing each Caution Advice 
(CA), CFMC officers need to edit the MO reported by banks as the MO submitted 
by the banks are not in a uniform manner, lacking in vital information and may 
contain information which may not be required to be seen by other banks etc 
Presently CFMC issues CA for the frauds of Rs 50 lakh and above If the MOs 
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are to be edited for CFR due to large number of frauds of more than Rs 1 lakh 
and above, editing may not be plausible due to huge work involved. ED informed 
that on the issue of whether editing is required for the MO or whether MO as 
furnished by the banks ( without editing) can be published in CFR as such, ED 
will take a call on that. Some of the other suggestions that came up in respect of 
the MO are 

a MO may be given with a disclaimer that the same is displayed in CFR 
as submitted by the respective bank 

b. A menu based MO 

c. Instead of MO in CFR, let the banks access the MO from the site of the 
bank reporting the fraud. 

d. If MO is displayed after editing done by CFMC, whether fraud cases of 
Rs. 5 crore & above alone may be displayed with MO edited by CFMC 
and those below Rs 5 crore may be displayed without MO. In such 
cases the Type of fraud field will give a short description of the fraud 
like Fake title deeds, fabricated invoices etc 


[Mcuon: tuj 
|DGM informed 


8. Regarding the issue of number of users for the banks 

that two users can be allowed for each bank for submission of FMR returns. For 
viewing the CFR, each bank may be given a super user with the facility of 


creating many users with the right of view. ED.insisted that issue of users should 
be subject to the fulfilment cff the security aspects 


- [Action: CO IT cell ] 

9. On knowing that NBFCs and the UCBs are submitting the manual FMRs-1 to 
CFMC, ED desired that the position of NBFCs and UCBs be submitted to ED and 
a decision will be taken later regarding the on line submission of FMRs-1 of 
NBFCs and UCBs. 


[Action: CFMC) 

10 On reviewing the work of CFMC, ED desired that the follow-up of the banks in 
respect of the fraud reported and inward/outward works may be automated Use 
of e-mails may be relied upon instead of sending of hard-copies to the banks. 
Such mails may be numbered and included as part of the correspondences/work. 

[Action: CFMC] 
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11 On hearing that there is a deluge of complaints in CFMC. ED observed that the 
complaints issue may be dealt with separately 

12 ED desired that workshops on fraud monitoring with AGMs/DGMs/GMs of the 
commercial banks may be conducted regularly so that the number of 
correspondences with the banks can be reduced significantly 

[Action: CFMC] 

13 ED inquired about the availability of data in respect of the cyber security in 
FRMS GM. CFMC replied that data on cyber frauds are available in FRMS 
whereas data on cyber crimes are not available in FRMS ED desired that 
possibility of capturing such data in FRMS or as part of Phishing data presently 
captured in DIT. DBS, CO may be examined 

[Action: CFMC,CO IT Cell ] 

14 ED desired that the minutes should be appended with an annexure on NBFC 
frauds and annexure on complaints 

[Action: CFMC] 

15 Finally in order to implement the CFR within the timeframe. ED asked GM/CGM 

to keep ED apprised of the status in the implementation of CFR over phone 
regularly 

[Action: CGM/GM, CFMC] 


Submitted for information and approvaI 



General Manager 
23 November 2015 


CGM 
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CENTRAL FRAUD MONITORING CELL 

BENGALURU 



Central Fraud Registry (CFR) 

A meeting to discuss the progress of migration to the XBRL platform and 
operationalisation of the Central Fraud Registry ( CFR) was taken by ED (MH) on 
16 November 2015 During the meeting the format of the CFR and various 
functionalities were discussed ED had also advised that a separate note be put up 
in this regard Thereafter a lot of discussions with the DW team have been taking 
place and the operational aspects are being ironed out 

Progress so far 

The data warehouse (DW) team has prepared the format of CFR and has uploaded 
a test v ersion of the same in &BIE T he format was populated witFTdummy data. It is 
now being tested with some sample live cases 

Several practical issues have come up due to the fact that we are also migrating 
from the old FRMS platform to XBRL platform and also in the process effecting some 
needed changes in the FMR 1 format. A video conference with developers' team, 
DSIM and CO DIT Cell was held today 


Issues and solutions 


SI NO 

Issue 

Solution 

'1 

The 

For uploadina data on XBRL platform we may restrict the 


number of 

users per 

number of users to two or three per bank 

Based on CRILC experience, for accessing the CFR we may 

! j 
I 

bank has 

to be 

decided 

1 

give a maximum of 100 users for a large bank and a lesser 

number of users for smaller banks. While we may give 100 user 
ids for large banks like SBI and ICICI bank and other big banks, 
we may restrict the number of users to access CFR to two or i 
three for small foreign banks and small private sector banks . 

The above numbers may be approved now and based on I 

i 

! 

further experience we may scale up in future DSIM team also 
stated that increasing the number of users if necessary can be 
taken up with Data centre/CO DIT 

Further we may give a super user id to each bank to create 
subsequent users within the ceiling allotted to each bank . 

2. 

Display of 

As decided in the meeting of November 16. 2015 held by ED 


modus 

we may upload in CFR fraud "cases above Rs 1 lakh 

j -i 

operandi 


1 

and brief 

As in the present format there is only one name of account 


history 

column, sometimes the name appearing in the FMR 1 may 
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pertain to the victim of a fraud ( e g cyber fraud, cheque fraud) 

In such a case uploading to CFR without brief history and 
modus operandi may be misleading This problem is mitigated 
in the proposed format of FMR 1 wherein we have given 
separate columns for name f account and name of perpetrator 

As such it was suggested to the DSIM/DW team that the CFR t 
' should h ave t wo formats - one for those fr auds reporte d befo re 11 
* fApriT 2016 and one for those re ported aft er 1 Apri^2016~~The / 

~ o re 14 2016 trau d cases willdisplay bothe brie f^history colum n 
and Modus operandi column of FMR 1. 

. 

The post 1.4.2016 fraud cases will display only the modus 
operandi column 

It is mentioned 1 April 2016 as a cut off date as although CFR is 
expected to be operational by end of this month the parallel run 
of FRMs package and XBRL reporting is expected to be done 
up to 31 March 2016 and thereafter uploading of data from the 
XBRL package is expected to be done 

The two formats are given in Annex . 

Display of! During the meeting on November 16, 2015 it was discussed 
Modus whether the modus operandi has to be displayed as it is or it 
operandi should be edited by CFMC before being uploaded 
in full with 

editing ED was of the opinion that the modus operandi as reported by 

/without banks may be uploaded with a disclaimer that it is uploaded as 

editing reported This will save valuable time spent in editing of the 

modus operandi at CFMC and will help in faster dissemination 
of information. 

The DW /IRIS team have stated that the space in these 
columns in CFR will be 4000 characters long. As in the past 
cases these columns may be more than 4000 characters long 
it was discussed and the developers and DW team agreed that 
the full brief history and modus operandi can be displayed by 
! appending more fields. 

I | 

i 

' ;,, ln view of the above w e_xnay cons ider uploading the full mod us 
operandi and brief history in case of all fraud cases above Rs 
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general Manager 
7 December 2015 
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Central Fraud Monitoring Cell 
Department of Banking Supervision, Central Office 

INTERNAL . . 

Central Fraud Registry - Us er Access Rights 

The Data Warehouse (DW) team has set up the Central Fraud Registry (CFR) for testing as 
per the format given by the Cell on the DBIE site The format is being tested with some 
sample live data The CFR is expected to be deployed shortly. Once the CFR is ready the 
next step is providing access to CFR. The user group for CFR will be the commercial banks 
(nationalized banks, private banks, foreign banks and local area banks), selected financial 
institutions Regional Offices of DBS. DCBS and DNBS. SSMs/SBMDs of banks and FED. 
CO This is the user group to whom currently the caution advices are emailed. 

2 In this connection, it may be mentioned that the users have to be provided with User IDs 
to access the CFR. It is learnt from DSIM/DW that the number of users per bank has to be 
limited due to the present capacity of the system DSIM has however, confirmed that the 
capacity may be increased in consultation with DIT, CO in future. 

Proposals 

3. Considering the limitations of the system, it is proposed that the number of users allotted 
for each bank initially, may be as follows 


S.N. 

Bank Group 

No. of Users 

1 

Nationalised Banks 

100 each 

2 

Private Banks 

50 each 

3 

Foreign Banks 

20 each 

4 

Local Area Banks 

10 each 

5. 

Financial Institutions 

10 each 

6. 

User departments of RBI 

2 each 


As decided in the note dated October 21. 2015 each bank / FI will be given two super / 
supervisory users authorized to create additional users (within the limit set for the bank) to 
have built in redundancy. Therefore, we may advise the banks to forward the name, 
designation and email address of the officer for access to the CFR We may. also, advise the 
DBS/DCBS/DNBS of ROs. FED. CO and SSMs/SBMDs to forward the name, designation 
and email address of the officer for access to the CFR 
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4 We may request banks / FIs to review the users created by them quarterly and send the 
quarterly review statement to us We may, also, request DSIM/DW to enable audit trail in the 
system to capture the user access log details for our perusal when needed. 

5 Further, the formats for email to (a) acknowledge the uploading of FMR 1 on the XBRL 
site to be sent to the concerned bank on daily basis and (b) intimate the uploading of new 
entries in the CFR after they are available for display in CFR are given in annex. In case of 
(b) above the details of the fraud cases is to be sent as an attachment in the CFR format. 

6 The CFR as it is a replacement of the caution advices (CAs) issued by the Bank, will now 
be accessed by the authorized officials for CFR and will contain the conditions/caveats 
regarding the secrecy, etc. of the information. These caveats will appear on the CFR and 
also in the email advising uploading of entries in the CFR The conditions have been slightly 
amended to reflect tha feat that henceforth many users will be having simultaneous access 
to the CFR Further as against the present system of obtaining acknowledgement for each 
and every caution advice issued we may consider obtaining a combined acknowledgement 
/certificate for all entries uploaded in the month The conditions/caveats are given below for 
perusal, please 

1. This information is displayed in the strictest confidence It is expected that you will 
make detailed and in-depth enquiries before granting/renewing any facility to the 
customer concerned. 

2 This information should be kept in the personal custody of the authorized officials of 
the bank/FI and any advice to controlling offices/branches may be given suo moto 
without anv reference to Reserve Bank ofjndia in amy manner 

3. A certificate has to be given once a month by the bank/FI that the CFR has been 
perused and necessary action taken in respect of entries uploaded in the CFR in the 
last month. Banks should also check if they have any exposure to the entity 
mentioned (perpetrator) in the fraud reports and if so provide details of the accounts 
maintained/credit facilities sanctioned, their asset classification status, etc. in the 
certificate Further, banks are expected to investigate such accounts for fraudulent 
activity and apprise the outcome of the same in the certificate. If there is no exposure 
to the entity a ‘Nil statement may be furnished. 
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Central Fraud Registry - 4ccess Right* 


—. 


4. 77?e certificate, as stated above, may be forwarded for fraud cases of Rs. 50 lakh and 
above to the concerned Regional Office of DBS/SSM/SBMD/DCRS/PNBS of RBI 


Submittedforapproval, please 



Manager 

December 11.2015 
Tel No 135 
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(a) Email format to acknowledge the uploading of FMR 1 on the XBRL site to be sent 
to the concerned bank 


Sub Intimation on Reporting of Fraud/s 


Dear Sir/Madam. 

This is to acknowledge that the following fraud case/s have been reported by 
.(name of bank) on _: 


S.N. 

Fraud Number 

Name of Branch 

Name of Account 






In case of any discrepancy, please contact XBRL Helpdesk at 
Email: xbrlheipdesk@rbi.org.in 

Ph.No 0712 2806717 

With regards. 


Central Fraud Monitoring Cell 
Department of Banking Supervision 
Central Office 
Reserve Bank of India. 
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SSMs about reporting'0^1ne wTraujds tn the CFR / ° C8S ' ° NBS ° f ROs ' FED ' C0 ' 


Sub Cen tral Fraud .Reg^tQL- Reportino of Fr^H/c 
Dear Sir/Madam, 


This is to intimate that new fraud case/s as 
Central Fraud Registry (CFR) on 
the CFR at (link). 


per list attached have been uploaded on the 
The details may be viewed by logging on to 


Please note 

5 “:7 ' S diSP ' aVed .ha, you win 

, e and '"-depth enquiries before granting/renewing any facility 10 the 
customer concerned. V V ,he 

6 r:::? kept in ,he pers ° nai cust ° av ° f ,he 3u,h °™ d «*<*«• 

without „ re, V “ e 10 COn,r °'" n9 0,,iCeS/bra " C ^ ™» he given suo moio 

A ~ '° 66 3 ' Ven ° nCe 3 m °" ,b b > tne hank/FI tha, the CFR has been 

perused and necessary action taken in respect o, entries uploaded in the CFR in the 

month Banks should also check i, they have any exposure to the en„„ 
men oned .perpetrator, in the fraud repons and i, so provide details o, the account 

maintained,cred* **" sa "«'°"«- •>* asset classification status, etc the 

ce ncate Further banks are expected to investigate such accounts for fraudulent 

to ,h T, aPP " Se lhP ° U,COme ° f ' he Same in ,he “"*“*■ "»>™ » no exposure 
to the entity a Nil statement may be furnished 

8. The certificate, as stated above, may be forwarded for fraud cases o, Rs 50 lakh and 

,0 ,hS *** *”“ Ra *°" al ^g jceofDBSaSM LSBII.D/DCB.SrnkiRrt on, 


With regards. 


Central Fraud Monitoring Cell 
Department of Banking Supervision 
Central Office 
Reserve Bank of India. 
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CENTRAL FRAUD MONITORING CE LL 
BEN GALURU 


Central Fraud Registry - Initial Write-up 


The Central Fraud Registry iCFR) is due to be operationalised shortly After egging in by the 
user an initial write-up may be displayed which is given below for perusal please 

Welcome to the Central Fraud Registry (CFR) hosted by the Reserve Bank of India The 
Registry is a centralized searchable registry displaying information on frauds involving an 
amount of Rs 1 lakh & above reported by banks/FIs The information displayed in the CFR 
is as submitted by the banks/FIs Kindly note that the information is confidential 





January 12 2016 
Tel No 135 




oL -XaJ u Mb 

O-l/y^o iir^c^n jL<u\£ l£p yr y 


















Central Fraud Registry - inauguration 




occasion. 


The CFR, developed by Central Fraud Monitoring Cell (CFMC), DBS, Central Office in 
collaboration with DSIM, is a centralized searchable database displaying information on 
frauds involving an amount of ? 1 lakh & above, reported by banks/FIs. The creation of the 
Registry by RBI is aimed at making available more information to banks for use at the time of 
commencement of a banking relationship, extension of credit facilities or at any time during 
the operation of an account. 















